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Introduction to MFA (Multi Factor Authentication)
What is MFA –Why should we use it?

Multi-factor authentication acts as an additional layer of security to 

prevent unauthorized users from accessing these accounts, even when 

the password has been stolen. 

Businesses use multi-factor authentication to validate user identities 

and provide quick and convenient access to authorized users.

Specific to BHPH dealers and Finance Companies, it is a new 

requirement of the the GLBA (Gramm-Leach-Bliley Act) - Standards for 

Safeguarding Customer Information – the Safeguards Rule, for short.

MFA is often used interchangeably with two-factor authentication (2FA). 

2FA is basically a subset of MFA since 2FA restricts the number of 

factors that are required to only two factors, while MFA can be two or 

more.
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Introduction to MFA (Multi Factor Authentication)
Overview – Set Up Flow

1. Log in with User 
ID and password

Authentication APPEmail SMS / Text

2. Choose Your Preferred Method to Authenticate 
from the drop down box. 

3. Receive 10 On-
time Use
Recovery Codes in 
case you need 
them in the future

4. Verify and save 
your email address 
by clicking on Link 
sent to your email 
address
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up – Existing User

Email
Go to iwebusa.ituranusa.com

Login with your iwebusa

username and password

Click submit
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What is MFA –Why Use IT Choosing Email as your preferred method will direct 

you to the Enable two-factor instructions for email.

Be sue to enter the correct email address in the box 

so the MFA process will send your one-time secret 

code to the right email inbox and click ‘Send a one-

time code’.

Check the inbox of the email that you provided for 

an email from Ituran. It will have the code that you 

should then enter into the ‘Two Factor code’ box.

Then press enable
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up – Existing User
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Future Log In

Logging in

Setting Remember Me

Go to iwebusa.ituranusa.com

Login with your iwebusa

username and password

Click submit

Be sure to 
complete the set 
up by clicking the 

link in the 
verification email

Choosing SMS  as your preferred method will direct 

you to the Enable two-factor instructions for SMS.

Be sue to enter the correct phone number in the 

box so the MFA process will send your one-time 

secret code to the right number and then click ‘Send 

a one-time code’.

Check your text messages on your phone for one 

from Ituran. It will have the code that you should 

then enter into the ‘Two Factor code’ box.

Then press enable

The final stage of 

set up for all 

three methods 

will be to receive 

an email with a 

verification link 

that has to be 

clicked to 

complete the 

process
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up – Existing User
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Future Log In

Logging in

Setting Remember Me

Go to iwebusa.ituranusa.com

Login with your iwebusa

username and password

Click submit

Be sure to 
complete the set 
up by clicking the 

link in the 
verification email

Choosing Authenticator App  as your preferred 

method starts by opening your app and scanning the 

QR code displayed in the instructions.

Your app will then provide you a one-time secret 

code that you can enter into the Two Factor code 

box. 

For most Authenticator Apps, the code displayed in 

the app will refresh every 30 seconds. Use the most 

recent one.

Then press enable

The final stage of 

set up for all 

three methods 

will be to receive 

an email with a 

verification link 

that has to be 

clicked to 

complete the 

process
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up – New User

Setting up your initial passwordOverview

Set Up Flow

One Time Set Up

Existing User

Email 

SMS

Authenticator APP

New User

Email 

SMS

Authenticator APP

Adding 2 Factor Methods

New or Existing User

What is MFA –Why Use IT

Future Log In

Logging in

Setting Remember Me

Forgot your password Go to iwebusa.ituranusa.com

Login with your iwebusa username 

and newly created password

A NEW user has an extra step at the 

beginning of the set up. 

The user will receive an email to the email 

address that was entered when the 

administrator set the user up on Ituran 

ControlIT.

This email will have a link that, when clicked, 

will verify the email is working, is correct and 

is now verified.

Next a second email will be set that has a 

link that when clicked, will start the process 

to create a desired password.

Once both step are complete, the user can 

begin the process of setting up the their 

Multi Factor Authentication preferences
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One Time Set Up – New User

EmailOverview

Set Up Flow

One Time Set Up

Existing User

Email 

SMS

Authenticator APP

New User

Email 

SMS

Authenticator APP

Adding 2 Factor Methods

New or Existing User

What is MFA –Why Use IT

Future Log In

Logging in

Setting Remember Me

Forgot your password

Go to iwebusa.ituranusa.com

Login with your iwebusa

username and password

Click submit

Choosing Email as your preferred method will direct 

you to the Enable two-factor instructions for email.

Be sue to enter the correct email address in the box 

so the MFA process will send your one-time secret 

code to the right email inbox and click ‘Send a one-

time code’.

Check the inbox of the email that you provided for 

an email from Ituran. It will have the code that you 

should then enter into the ‘Two Factor code’ box.

Then press enable
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One Time Set Up – New User
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Click submit

Be sure to 
complete the set 
up by clicking the 

link in the 
verification email

Choosing SMS  as your preferred method will direct 

you to the Enable two-factor instructions for SMS.

Be sue to enter the correct phone number in the 

box so the MFA process will send your one-time 

secret code to the right number and then click ‘Send 

a one-time code’.

Check your text messages on your phone for one 

from Ituran. It will have the code that you should 

then enter into the ‘Two Factor code’ box.

Then press enable
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One Time Set Up – New User
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Be sure to 
complete the set 
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link in the 
verification email

Choosing Authenticator App  as your preferred 

method starts by opening your app and scanning the 

QR code displayed in the instructions.

Your app will then provide you a one-time secret 

code that you can enter into the Two Factor code 

box. 

For most Authenticator Apps, the code displayed in 

the app will refresh every 30 seconds. Use the most 

recent one.

Then press enable
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Introduction to MFA (Multi Factor Authentication)
Adding Additional 2 Factor Methods
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It’s a good idea to 
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Introduction to MFA (Multi Factor Authentication)
Logging in once you have completed the Set up
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Go to iwebusa.ituranusa.com

Login with your iwebusa

username and password.

In the box provided, enter the one-

time secret code sent to your chosen 

authentication method and click 

verify. 

This should log you in and send you 

to the Ituran ControlIT main screen.

Click submit
Click verify
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Setting Remember Me 
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If you Check the Trust this computer for 30 days 

check box, you will not be required to perform 

the second factor authentication on that 

computer for 30 days. 

You will be logged in and go directly to Ituran 

ControlIT with only the user id and password 
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Introduction to MFA (Multi Factor Authentication)
Forgot you password

If you forgot your password press 

forgot password and enter your 

verified email and press submit

You will receive an email with a link to 

reset your password.

Click the link then,

Enter your one-time authentication 

code and then enter your new 

password.

Clicking the link in the 

email will display the 

Update your password 

prompts. Put in your 

new password and then 

again to confirm the 

exact spelling. Then click 

submit
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