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Introduction to MFA (Multi Factor Authentication)
What is MFA —Why should we use it?

Overview
What is MFA -Why Use IT " Multi-factor authentication acts as an additional layer of security to
Set Up Flow prevent unauthorized users from accessing these accounts, even when
One Time Set Up the password has been stolen.
Existing User e
Email ' Businesses use multi-factor authentication to validate user identities
SMS and provide quick and convenient access to authorized users.
Authenticator APP
New User " Specific to BHPH dealers and Finance Companies, it is a new
E:ﬂ":” requirement of the the GLBA (Gramm-Leach-Bliley Act) - Standards for
Authenticator APP Safeguarding Customer Information — the Safeguards Rule, for short.
Adding 2 Factor Methods ' MFA is often used interchangeably with two-factor authentication (2FA).
New or Existing User 2FA is basically a subset of MFA since 2FA restricts the number of
A factors that are required to only two factors, while MFA can be two or
Logging in maore.

Setting Remember Me

Forgot your password

One-time codes on your phone
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Introduction to MFA (Multi Factor Authentication)

1. Log in with User

ID and password

Remind Me Later

Overview — Set Up Flow

2. Choose Your Preferred Method to Authenticate
from the drop down box.

Enable two-factor

Select a method *

Authenticator app ¥

Email

Authenticator app
Email
SMS

SMS / Text

Authentication APP

“Hituran

Enable two-factor

1turan

Enable two-factor

3. Receive 10 On-
time Use
Recovery Codes in
case you need
them in the future

Hituran
Recovery codes

Record these recovery codes, they will not be shown
o

lec can be used to complets &

4. Verify and save
your email address
by clicking on Link
sent to your email
address

5. Verification
Complete Message
signals a successful
set up of MFA

Email verification complete

¥/

Thank you. Your email has been verified.

Return to iWeblISA

\—/
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One Time Set Up — Existing User
Overview E ma |I
: Go to iwebusa.ituranusa.com . . . . Enabl -f
What is MFA -Why Use IT Choosing Email as your preferred method will direct nable twertactor
Set Up Flow Login with your iwebusa you to the Enable two-factor instructions for email. <T> 5
username and password o
One Time Set Up p N\ Be sue to enter the correct email address in the box eccage TR mber e e vernesen code
Existing User so the MFA process will send your one-time secret Madvens, PResprovided beom enteryonr emet
Email code to the right email inbox and click ‘Send a one- 2. Click on the ‘Send 3 one-time code’ button.
. ) 2. Check your email inbox for a message containing a
SMS tlme Code . unique code.
Login 4. Return to this page and enter the code you
Authenticator APP py Check the inbox of the email that you provided for received in the designated fiel.
. . 3. Finally, click on the 'Enable’ button to complete the
New User o an email from Ituran. It will have the code that you process.
. ‘ ) Email *
Email e I should then enter into the ‘“Two Factor code’ box. U —
S M S Set up MFA later
Then press enable © Send a one-time code
Authenticator APP T
. . b Two Factor code ™
CIle SmeIt Enter the one-time code
Adding 2 Factor Methods The final st ;
e final stage o
New or Existing User Be sure to set up for all :
complete the set P Hkuran T
Future Log In up by clicking the i three methods N =
Logging in link in the — will be to receive = -
: verification email an email with a
Setting Remember Me e .
T verification link
Forgot your password == that has to be
One-time codes on your phone m—r— clicked to :
= complete the — = .
| Process m— “Hikuran
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up - Existing User

Go to iwebusa.ituranusa.com

Login with your iwebusa
username and password

7~ ~
Login
&  linxmotors
a o
Set up MFA later
—
Click submit
Be sure to
complete the set
up by clicking the

link in the
verification email

SMS [ Text

Choosing SMS as your preferred method will direct
you to the Enable two-factor instructions for SMS.

Be sue to enter the correct phone number in the
box so the MFA process will send your one-time
secret code to the right number and then click ‘Send
a one-time code’.

Check your text messages on your phone for one
from Ituran. It will have the code that you should
then enter into the ‘“Two Factor code’ box.

Then press enable

The final stage of

set up for all “Hituran
i th ree methods Verification required
— will be to receive

Reco

an email with a
verification link

MGDXG-RDIGS  2Z7BR-VOWZH

2PIV2-VSRYR  SQUSK-KFMNY

~= = 1 that has to be :
o | Clicked to :
o complete the =
s | process | e

Enable two-factor

Select a method *

SMS ~

Welcome to the authentication process! To get
started, let's ensure a secure connection by following
these simple steps:

1. In the space provided below, enter your Mobile
Phone number.

2. Click on the "5end a one-time code’ button.

3. Check your phone for a text message containing a
unigque code.

4. Return to this page and enter the code you
received in the designated field.

5. Finally, click on the 'Enable’ button to complete the
process.

Mobile phone ™
@ Send a one-time code

Two Factor code *

Enter the one-time code

Enable

#Hturan
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up — Existing User

Go to iwebusa.ituranusa.com

Login with your iwebusa
username and password

Login
&  linxmotors

Set up MFA later

T —
Click submit

Be sure to
complete the set
up by clicking the

link in the
verification email

Authenticator App

Choosing Authenticator App as your preferred
method starts by opening your app and scanning the
QR code displayed in the instructions.

Your app will then provide you a one-time secret
code that you can enter into the Two Factor code
box.

For most Authenticator Apps, the code displayed in
the app will refresh every 30 seconds. Use the most
recent one.

Then press enable

The final stag%sf\
. set up for all
:?,,,ifturan three methods
Geancranke will be to receive
an email with a

verification link
e o that has to be

clicked to
complete the
process

(GDXG-RDIGS  2Z7BR-VCWZH

Enable two-factor

Select a method *

Authenticator app -

Woelcome to the authentication process! To get
started, let's ensure a secure connection by following
these simple steps:

1. Open your authentication app on your device,

2. Locate the option to scan a QR code within the
app.
3. Point your device's camera at the OR code

displayed on your screen.

4. Allow the app to scan the QR code, which will
initiate the authentication process.

5. After successfully scanning the QR code, the app
will generate a unigque code for you.

6. Return to the form below and locate the
designated field for the code.

7. Carefully enter the code from your authentication
app into the provided field.

Make sure to enter it accurately to ensure a successful
werification and click Enable button to complete the
process.

Two Factor code ™

Enter the one-time code

Enable
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up — New User
Setting up your initial password

A NEW user has an extra step at the
beginning of the set up.

The user will receive an email to the email
address that was entered when the
administrator set the user up on lturan
ControllIT.

This email will have a link that, when clicked,
will verify the email is working, is correct and
is now verified.

Next a second email will be set that has a
link that when clicked, will start the process
to create a desired password.

Once both step are complete, the user can
begin the process of setting up the their
Multi Factor Authentication preferences

From

turanUsA
noreply@ituranusa.com:

Subject

Werify your registration

Received

1 hour ago

Broken email? Fix here. | view raw email

To complete your registration verification click on the following link.
https://ituranusa-dev.fusionauth.io/registration/verify/B0S0x5M_m6-ebKNHVNzXB7S)iWITnQNw7Mu8alP1YSo?
client_id=8e41f235-86a2-4b21-a6ef-7c3cecafall9&postMethod=true&tenantid=4e32f084-852a-9c74-8859-a57abs4d3044

- The Ituran Team

Hituran

Login

&  linxmotors

Set up MFA later

| —

From Subject Received

fturanUSA
<noreply@ituranusa.coms

Welcome to luranUSA : Setup your password 1 hour ago

Broken email? Fix here. | view raw email

“Htura

TECHNOL
DRIVEN BY
PEOPLE

Dear Customer,

n

Your account has been created and you must first setup a password by clicking on the link below.
https://ituranusa-dev.fusionauth.io/password/change/hbNfojOFETCrYog7n)2edcfrF-L74VEafQ2UQa0ONGoA?
client_id=8e41f235-86a2-4b21-a6ef-7c3cecafad19&tenantid=4e32f084-8922-9c74-8859-397ab64d 3044

If you have any questions, please contact our 24/7 Customer Service at 1-866-543-5433

Sincerely,

Your Ituran USA Customer Service Team
www.ituranusa.com

Go to iwebusa.ituranusa.com

Login with your iwebusa username
and newly created password
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up — New User
Email

Choosing Email as your preferred method will direct
you to the Enable two-factor instructions for email.

Go to iwebusa.ituranusa.com

Login with your iwebusa
username and password
Be sue to enter the correct email address in the box

so the MFA process will send your one-time secret

code to the right email inbox and click ‘Send a one-
time code’.
Login
PRp— Check the inbox of the email that you provided for
o an email from Ituran. It will have the code that you
should then enter into the ‘Two Factor code’ box.
Then press enable
T ———
Click submit
Be sure to The final stage of g
complete the set set up for all kuran
up by CIiCking the thrEG methOdS Verification required

will be to receive
an email with a
verification link
that has to be

link in the
verification email

Recovery codes

Reco

MGDXG-RDIGS  2Z7BR-VOWZH

2PIV2-VSRYR  SQUSK-KFMNY
ZPT92-SHQNY  K4CGI-R776Q

e || Clicked to C
= complete the —
' . process SR

Enable two-factor

elect a method *
Ermnail s
Check your email inbox for a verification code

message.

1. In the space provided below, enter your email
address.

2. Click on the 'Send a cne-time code’ button.

2. Check your email inbox for a message containing a
unique code.

4. Return to this page and enter the code you
received in the designated field.

3. Finally, click on the 'Enable’ button to complete the
process.

Email *

95410029305_iturantest1 @gmail.com

© Send a one-time code

p. Two Factor code ™

Enter the one-time code

uranUSA

E) Enable

English hd

#Hturan

Received
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up — New User

Go to iwebusa.ituranusa.com

Login with your iwebusa
username and password

7~ ~
Login
&  linxmotors
a o
Set up MFA later
—
Click submit
Be sure to
complete the set
up by clicking the

link in the
verification email

SMS [ Text

Choosing SMS as your preferred method will direct
you to the Enable two-factor instructions for SMS.

Be sue to enter the correct phone number in the
box so the MFA process will send your one-time
secret code to the right number and then click ‘Send
a one-time code’.

Check your text messages on your phone for one
from Ituran. It will have the code that you should
then enter into the ‘“Two Factor code’ box.

Then press enable

The final stage of

set up for all “Hituran
i th ree methods Verification required
— will be to receive

Reco

an email with a
verification link

MGDXG-RDIGS  2Z7BR-VOWZH

2PIV2-VSRYR  SQUSK-KFMNY

~= = 1 that has to be :
o | Clicked to :
o complete the =
s | process | e

Enable two-factor

Select a method *

SMS ~

Welcome to the authentication process! To get
started, let's ensure a secure connection by following
these simple steps:

1. In the space provided below, enter your Mobile
Phone number.

2. Click on the "5end a one-time code’ button.

3. Check your phone for a text message containing a
unigque code.

4. Return to this page and enter the code you
received in the designated field.

5. Finally, click on the 'Enable’ button to complete the
process.

Mobile phone ™
@ Send a one-time code

Two Factor code *

Enter the one-time code

Enable

#Hturan
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Introduction to MFA (Multi Factor Authentication)
One Time Set Up — New User
Authenticator App

Choosing Authenticator App as your preferred
method starts by opening your app and scanning the
QR code displayed in the instructions.

Go to iwebusa.ituranusa.com

Login with your iwebusa
username and password

Your app will then provide you a one-time secret
code that you can enter into the Two Factor code

box.
Login
Py s For most Authenticator Apps, the code displayed in
T the app will refresh every 30 seconds. Use the most
recent one.
e Mt Then press enable
T —

Click submit

The final stag%sf\
. set up for all
:?,,,ifturan three methods
Geancranke will be to receive
an email with a

verification link
e o that has to be

clicked to
complete the
process

Be sure to
complete the set
up by clicking the

link in the
verification email

(GDXG-RDIGS  2Z7BR-VCWZH

Enable two-factor

Select a method *

Authenticator app -

Woelcome to the authentication process! To get
started, let's ensure a secure connection by following
these simple steps:

1. Open your authentication app on your device,

2. Locate the option to scan a QR code within the
app.
3. Point your device's camera at the OR code

displayed on your screen.

4. Allow the app to scan the QR code, which will
initiate the authentication process.

5. After successfully scanning the QR code, the app
will generate a unigque code for you.

6. Return to the form below and locate the
designated field for the code.

7. Carefully enter the code from your authentication
app into the provided field.

Make sure to enter it accurately to ensure a successful
werification and click Enable button to complete the
process.

Two Factor code ™

Enter the one-time code

Enable



“Hturan

Overview
What is MFA - Why Use IT
Set Up Flow

OneTime Set Up

Existing User

Email
SMS
Authenticator APP

New User

Email
SMS

Authenticator APP

Adding 2 Factor Methods

New or Existing User

Future Log In

Logging in
Setting Remember Me

Forgot your password

One-time codes on your phone

Introduction to MFA (Multi Factor Authentication)
Adding Additional 2 Factor Methods
New OR Existing Users

linxinstaller

English v

It’s a good idea to
have multiple
authentication

methods in case
one is unavailable

Email ¥ berma@yrhirouge.com
Mobile phone -

Retum to iWeblUSA

Manage two-factor 3

4 N

Two-factor authentication

Two-factor authentication adds an additional layer of security to your account by requiring more than just @ password to
login. Configure one or more methods to utilize during login,

Method Value Action
SMS 8342639204 -
Email berma@yrhirouge.com -

. + Add two-factor '

€ Go back

Enable two-factor
Selecta method”

Email

1 Check your emai inbox for 2 two factor code message.

Email®

darkvanilaZ3@yrhirouge.com

O Send 2 one-time code

Toro Factor code

14

B Enable

Click Manage two factor to add or disable
multiple two factor authentication methods.

From here you can add new authentication
method by pressing add two factor and

entering the email, phone number, or scanning
the app and inserting the one-time code.

——————

fgish v

#6Goback
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Logging in once you have completed the Set up

Overview

What is MFA - Why Use IT

Set Up Flow . .
P V. ~ GO tO IWebUSH.ItU ranusa.com 0 Code successfully sent O
One Time Set Up ' '
Existing User Ry Login with your iwebusa -
Email 3111t} username and password. 332,
--::: t teesee-:
E 1 1] *900090"
SM5 [CUMAN 2111t
Authenticator APP '3" Uran
New User Login In the box provided, enter the one-
. Enter Authentication code
Email . time secret code sent to your chosen - )
- linxmotors . . R aseqa on your cnosen
SMS t authentication method and click _ y_
Authenticator APP . ' = verify. authentication method
& Enter your two factor authentication or rec
Adding 2 Factor Methods '
g L Fcrgct}-‘curpasswcrd?
New or Existing User S This should log you in and send you
Future LOg In to the |turan ControllT main screen. | € Didn't receive a code? Try another option
Logging i Clicksubmit —
Setting Remember Me mash - Click ve rlfy

Forgot your password

One-time codes on your phone




Introduction to MFA (Multi Factor Authentication)
Setting Remember Me

Overview

4 N

What is MFA - Why Use IT

Set Up Flow

One Time Set Up

Existing User

;00.
C
H
o]
-

Email
SMS

Authenticator APP Enter Authentication code

If you Check the Trust this computer for 30 days

check box, you will not be required to perform

authentication method the second factor authentication on that
computer for 30 days.

New User based on your chosen

Email
SMS

Authenticator APP

@ Enter your two factor authentication or rec You will be Iogged inand go directly to lturan

Adding 2 Factor Methods ControlIT with only the user id and password

[C] Trust this computer for 30 days ©

< Verify

€ Didn't receive a code? Try another option

New or Existing User

Future Log In
Logging in
Setting Remember Me

Forgot your password

One-time codes on your phone
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Introduction to MFA (Multi Factor Authentication)
Forgot you password

erified email

|turan o
You will receive an
Login

‘ Llsername

lick the link then,

a Password

LRI T Forgot your password?

Set up MFA later

password.

lturanUSA
<noreply@ituranusa.com:>

lturanUSA : Reset your pfiss

Broken email? Fix here

“Hituran

IturanUsA change password

To change your password click on the following link.
https://ituranusa-dev.fusionauth.iofpassword/change/oU2SIMFZZRIXNFSEbyVHDNFBVWIIGI 7rKICMx 1 MYSgA
client_id=8e41f235-86a2-4b21-acef-7c3cecafa01 9&tenantld=4e32f084-8923-9c74-8859-
a97abs4d3044&metaData.device.name=Windows%20Firefox&metaData.device.type=BROWSER&redirect_ur,
Fl2Fiwebusa.ituranusa.com&response_type=code&timezone=America%2FNew_York

If you have any questions, please contact our 24/7 Customer Service at 1-866-543-5433

sincerely.
Your Ituran USA Customer Service Team
www.ituranusa.com

em

reset your password.

/

Enter your one-time authentication
code and then enter your new

If you forgot your password press
forgot password and enter your
nd press submit

ith a link to

English

4 N
ese.
20008
(1111l L
L4 4 3 lL
. 11
200
“turan
[ ]
Forgot password
Forgot your password? Type in your email address in
the form below to reset your password,
*
Return to legin
- >
.

Clicking the link in the
email will display the
Update your password
prompts. Put in your
new password and then
again to confirm the
exact spelling. Then click
submit



Introduction to MFA (Multi Factor Authentication)
One Time on your phone

Overview
What is MFA —Why Use IT Authenticator App SMS Text email
Set Up Flow
OneTime Set Up . :
T 2 fliRetia 53002 IturanUSA: Your second factor code
Existing User i st
i = Authenticator Q +
Email 883 028 G Two Factor Code: 495991 e noreply@ituranusa.com
e AN
SMS BT i
Authenticator APP 817 129 ¢
turanusa.com
New User @ testtemp@temp curm
087 164 ¢
Email : ) @ oo
S|\/| S i Ty iey To complete your login request, enter this one-
288 700 ¢ time code on the login form when prompted.
Authenticator APP BQ .. 629743
597 410 ¢ If you have any questions, please contact our
Add'“g 2 Factor Methods @ rluvam;s:‘xc;)mh Customer Service at
ernest754@yrhirouge.com
481 764 ¢ Sincerely,

New or Existing User

a Your Ituran USA Customer Service Team

Future Log In

Logging in
Setting Remember Me

Forgot your password

One-time codes on your phone



